
Ref Risk Title Risk Description Risk Cause Risk Consequence
Name of Risk 

Owner
P I Score P I Score P I Risk Control/Mitigation Description

Risk Control 

Date Due

Progress on Risk 

Control/Mitigation
Action Owner

HRP_001 Data Security Current provider has access to 

sensitive, personal 

information and this will be 

shared with new supplier.

Nature of contract means 

sensitive, personal 

information will be shared 

with the incoming provider.

Loss or breach of personal, 

sensitive information

Gail Malkin 3 4 12 3 4 12 1 4 Seek advice from Information Governance 

Team on risk management.                                                                         

Complete DPIA .                                          

Complete Data Sharing Agreement. 

Implement secure transfer protocols. 

Configure Role Based Access control (RBAC).                                                              

Seek data security assurances through 

tender.

DPIA completed. Steph Nichols

HRP_002 Budget Budget for implementation 

and ongoing spend not yet 

confirmed

Capital bid for 2026-27 has 

not been approved at time of 

writing Cabinet report

Failure to obtain budget 

approval will prevent 

procurement from proceeding 

due to insufficient funding.

Gail Malkin 3 4 12 2 4 8 1 3 Discuss further bid requirements with 

Finance and jointly prepare capital bid

Capital bid 2026-27 discussed 

with Finance

Steph Nichols, 

Andrew Fryer

HRP_003 Resource Resource requirements of 

tender process are high

Amount of work required to 

complete the specification 

and tender process, and 

capacity of teams due to 

ongoing work commitments, 

LGR and other system 

implementations

Sufficient time is not given to 

project; project delayed or 

procurement not robust

Gail Malkin 4 3 12 3 3 9 1 3 Build time contingency into tender process. 

Regular review of progress and resource 

requirements at Organisational Change 

Board and with Sponsor.

Ongoing Timeline of procurement and 

implementation adjusted to 

account for other system 

procurements and LGR 

decision dates

Gail Malkin

HRP_004 Incumbent Performance Once contract end notice is 

served, risk that incumbent 

provider will halt any further 

system updates and not 

respond to help requests

The supplier (Midland) are no 

longer developing or 

supporting this legacy product

ITrent system is not updated, 

issues are not resolved

Gail Malkin 3 3 9 3 3 9 2 2  Closely monitor and manage current 

contract, involving Legal Services if 

necessary. Minute regular review meetings. 

Agree handover plan with Midland.

Discussions held with Midland 

on handover process.

Steph Nichols

HRP_005 Incumbent Development Risk of decline in development 

of and updates to selected 

system

Over the course of the current 

contract the development and 

updates to the current system 

has declined. Risk of repeat in 

new contract

Service delivery affected and 

benefits of technology not 

fully exploited

Gail Malkin 3 3 9 3 3 9 2 2 Ensure specification and contract for new 

system defines ongoing expectations and 

requirements. Ensure Terms & Conditions 

mitigate for this.

31/7/26 Justin Zizys, 

Steph Nichols

HRP_006 Local Government 

Reorganisation

Uncertainty over contractual 

arrangements - provision 

likely to be duplicated by 

other councils.

Local Government 

Reorganisation timetable 

overlaps with procurement 

and implementation timeline

Additional costs to new 

authorities and/or wasted use 

of OCC resources

Gail Malkin 4 4 16 4 4 16 4 2 Decision on LGR is due before contract 

award. Build options into tender process. 

Request contract details from other LAs.

31/7/26 High level contract details 

obtained from other LAs. 

Timeline adjusted to award 

contract after LGR decision

Gail Malkin

HRP_007 Team Consistency Risk of personnel changes 

among project team and 

stakeholders

Long term project Loss of information, 

knowledge, pace and focus on 

delivery

Gail Malkin 4 3 12 4 2 8 4 1 Sharepoint folders for storing 

documentation. Ensure seamless handover 

of information if a project team member 

leaves, with overlap in attendance at 

meetings. Share reference numbers of Legal 

and Procurement documents with Project 

Team.

Ongoing Project governance and 

processes set up.

Steph Nichols

HRP_008 Transition Transitioning to a new HR and 

Payroll system before the end 

of the current iTrent contract 

(March 2028) may lead to 

operational disruption, data 

migration challenges, and 

reduced service continuity.

Need to run 2 systems in 

parralel while testing

Disruption to payroll or HR 

services could affect staff 

experience, compliance, and 

organisational performance.

Gail Malkin 3 3 9 3 3 9 2 2 Gather detailed requirements and ensure 

new system aligns with organisational 

needs.  Build in sufficient time for testing, 

training and phased roll-out.  Build  

contingency time into Project Timelines and 

plan.  Ensure we choose a supplier who 

offers strong support during the transition 

period and have clear implementation 

governance.  Align transition timelines with 

other organisational changes to avoid 

overlap.

31/10/27 Project plan/timelines 

reviewed and adjusted.

Steph Nichols

HRP_009 LGR related demand Supplier capacity and 

resources may be limited 

during an extension period 

due to high demand across 

the sector from other councils 

undergoing LGR, potentially 

affecting service quality and 

responsiveness.

High demand for system 

consultancy from other LAs 

undergoing LGR

Potential delays in issue 

resolution, slower delivery of 

updates, and limited capacity 

for customisation or support 

could affect operational 

efficiency.

Gail Malkin 4 3 12 4 3 12 3 2 Negotiate clear service level agreements 

(SLAs) as part of the extension.  Maintain 

regular supplier engagement to monitor 

capacity and performance.  Prioritise critical 

support needs and plan for internal 

contingencies. 

Elizabeth 

Litynski, Justin 

Zizys

HRP_010 Integration The new HR and Payroll 

system may not integrate 

successfully with existing 

Council systems (e.g., finance, 

reporting, or other HR-related 

platforms)

Complex and crucial 

integrations, especially with 

Finance systems

Potential data silos, manual 

workarounds, and reduced 

efficiency

Gail Malkin 3 4 12 3 4 12 2 2 Engage technical leads early to map 

integration requirements. Include 

integration capability as a key criterion in 

supplier selection. Require suppliers to 

demonstrate integration with Council 

systems during procurement. Plan for 

thorough integration testing before go-live.

Steph Nichols, 

Victoria 

Fensome

HRP_011 Data migration quality 

issues

Data migrated from the legacy 

system (iTrent) may be 

incomplete, inaccurate, or 

corrupted

Quality issues with data in 

legacy system (iTrent)

payroll errors, compliance 

issues, or loss of historical 

records

Gail Malkin 3 3 9 3 3 9 2 2 Conduct a detailed data audit and cleansing 

before migration. Develop and test a robust 

data migration plan, including reconciliation 

steps. Schedule parallel runs to validate 

migrated data against legacy outputs. Assign 

clear data ownership and accountability.

Discussed with Midland as 

part of Handover planning.

Nina Hickman

HRP_012 Change management 

and use adoption

Staff may be resistant to 

change or insufficiently 

trained

Insufficient change 

management/ training, or 

capacity in teams

Poor adoption of the new 

system, errors, and reduced 

productivity

Gail Malkin 3 3 9 3 3 9 2 2 Design and adopt a robust change 

management and engagement plan, 

focusing on people managers

HRP_013 Supplier viability and 

support

The chosen supplier may 

experience financial 

instability, changes in 

ownership, or fail to provide 

adequate support

Insufficient evidence obtained 

during procurement process

Impact on system reliability 

and Council operations

Gail Malkin 2 4 8 2 4 8 1 3 Assess supplier financial health and 

references during procurement. Include 

robust service level agreements (SLAs) and 

exit clauses in the contract

31/7/26 Andrew Fryer, 

Justin Zizys

HRP_014 Compliance with 

evolving legislation

The new system may not keep 

pace with changes in data 

protection, employment, or 

payroll legislation

Lack of clarity in contract or 

ownership

Compliance breaches Gail Malkin 2 4 8 2 3 6 1 2 Include legislative compliance as a 

mandatory requirement in the procurement 

specification and contract.

Select a supplier with a proven track record 

of delivering regular updates to meet legal 

and regulatory changes.

Ensure the contract includes obligations for 

ongoing compliance updates and system 

maintenance.

Establish a monitoring process to review 

legislative changes and confirm timely 

system updates.

Maintain strong engagement with the 

supplier and industry networks to anticipate 

upcoming changes.

Elizabeth 

Litynski, Justin 

Zizys

HRP_015 ODS collaboration If collaboration with Oxford 

Direct Services (ODS) is 

inconsistent, system 

requirements may not be met 

for all users, or project scope 

may need to change late in 

the process.

Inconsistent collaboration 

with ODS

System requirements not met 

for all users, or delays in 

project

Gail Malkin 3 3 9 2 3 6 1 2 Maintain regular engagement with ODS 

stakeholders. Document and agree 

requirements early. Include flexibility in 

system design to accommodate ODS needs

ODS represented on project 

team

Steph Nichols, 

Stevie-Ann 

Bedwell

HRP_016 Testing Insufficient system or user 

acceptance testing before Go-

Live

Lack of capacity or planning 

and communication 

insufficient

Undetected issues at launch Gail Malkin 3 3 9 3 3 9 2 1 Develop system testing and user acceptance 

testing plans well in advance. Require 

suppliers to provide guidance and templates 

for testing. Communicate with stakeholders 

in advance

Nina Hickman, 
Vicky Fensome

HRP_017 Finance resource for 

payroll integration

Finance respource will be 

required for design and 

implementation of payroll 

integration and testing, over 

period that includes Year End. 

There is a risk that 

implementation will be 

delayed if integrations to 

Agresso cannot be 

implemented and tested at 

scheduled times.

Lack of capacity in Financial 

Services

Delays to implementation Gail Malkin 3 4 12 3 4 12 2 2 Advance planning of Finance resources and 

input. Finance team representation on 

project team/ board.

Finance team representative 

has joined Project Board

Steph Nichols

HRP_018 LGR dependency - 

Go/No-go decision

The HR & Payroll system 

procurement is contingent on 

the outcome of the Local 

Government Reorganisation 

(LGR) decision.

If the LGR decision does not 

result in three unitary 

authorities (3UA), the 

procurement will need to be 

halted.

Financial and resource waste 

if procurement activities 

proceed and are later 

abandoned; potential 

reputational impact.

Gail Malkin 4 5 20 3 4 12 2 3 Limit spend prior to LGR decision to 

essential preparatory activities; include 

contractual safeguards (break clause); 

formal go/no-go decision point post-LGR 

outcome.

HRP_019 Delay in LGR Decision The LGR decision may be 

delayed beyond summer 

2026, compressing the 

timeline for procurement and 

implementation.

External factors affecting the 

LGR process and decision-

making timelines.

Increased risk of non-

compliance and operational 

disruption due to insufficient 

time to complete 

procurement and 

implementation before April 

2028.

Gail Malkin 3 4 12 2 3 6 1 2 Begin preparatory work early to maintain 

readiness; phased procurement approach; 

maintain flexibility in project plan to 

accelerate post-decision.

HRP_020 0 0
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Description of the headings within the risk log
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The Council's risk appetite is the amount of risk that it is willing to take to achieve its 

priorities, provide sevices as planned and deliver its statutory services. When 

considering risk staff must take into account the Council's appetite for risk which differs 

according to the type of risk. How low, medium and high are defined is shown at the 

bottom of the page.

Risk Appetite
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Definitions of low, medium and high
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Risk Scoring

Once risks have been identified, the risk matrix serves as the primary tool for prioritisation. It 

enables the Council to determine which risks are most significant and therefore require greater 

attention and resources. The matrix also provides a consistent framework for comparing 

Each risk should be analysed using a five by five matrix for (1) the probability it will happen and 

(2) the impact if it did occur. This assessment should be made on three different basis: 

• Gross risk – risk level if existing key controls and mitigations were not in place or not 

• Current risk – risk level after existing controls and mitigations are taken into consideration. 

• Target risk – anticipated risk level, within the Council's risk appetite, following the introduction 

of planned controls and mitigations. 

Assessing gross risk helps the organisation understand its reliance on existing key controls and 

supports decisions on risk treatment and the appropriate target risk level. A useful approach is 

to first consider the current risk, then ask: what would the impact and likelihood be if those key 

It is the risk owner’s responsibility to ensure the controls they believe are reducing the risk are 

effective and are working in practice.  Controls that are not yet in place should not be 

Each identified risk should then be plotted onto the risk matrix. 

When assessing the likelihood of a risk occurring, select a score from 1 to 5 on the risk matrix 

that best reflects what you think. This rating involves an element of professional judgement, so 

consider how probable the event is and take into account the following factors:

• Has this event happened before in the Council? (How frequently?) Has this event happened 

elsewhere? (How frequently?)  

• How likely is it that one or more of the causes/ triggers of the event will occur?  

• Has anything happened recently that makes the event more or less likely to occur?  
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The following tables provide some support in quantifying the risk in terms of probability and 

Risk Probability Assessment Criteria 

When you select the impact you should give consideration to the factors outlined in the risk 

matrix. For example, if the risk you are scoring has a low financial impact but a high impact on 

our reputation then you would select the most appropriate number between 1 and 5 that 

relates to the level of reputational impact. Once again, this score will have an element of 

Risk Impact Assessment Criteria 
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